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Abstract  Radio frequency identification (RFID) is a technique using radio frequency for object
identification. It isregarded as one of the ten most important technologies of this century due to its
celerity , real-time, veracity in collecting and processng information through unique identification.
RFID can be widely used in manufacture, retail , logistics, transportation, medical treatment , national
defence, etc. However , wireless transmisson, broadcast of signals, resource-constraint , etc. bring
ome potential risks, which disturb the reliability of RFID system and block the deployment progress
of RFID techniques. To prevent the security threats, based on the analyss of the security problem,
two concepts of operation mode, the sngle sesson mode and the successve sesson mode, are
proposed; and a Hash-based Security A uthentication Protocol (HSAP) between tags and the back-end
server for low-cost RFID system is desgned. This protocol can prevent many security problems
including spoofing attack , replay attack , tracking, as well as the problem of desynchronization. The
formal proof of correctness of the proposed authentication protocol is given based on GNY logic. As
only hash function and bitwise OR operation are required to be computed by tags, so the proposed
strategy is very suitable for low-cost RFID system compared with previous works.
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Resear ch Background

Radio frequency identification (RFID) is the latest technology to play an important role for object identification as a
ubiquitousinfrastructure. However , current low-cost RFID tags are highly resource-constrained and cannot support its long
term security , 0 they have potential risks and may violate privacy for their bearers. To remove security vul nerabilities, based
on the analyssof the security problem, we propose two concepts of operation mode, the single sesson mode and the successive
sesson mode; design a robust mutual authentication protocol between a tag and a back-end server for low-cost RFID system
that guarantees data privacy and location privacy of tag bearers. Our protocol can prevent the following security problems.
Sooofing attack , replay attack , tracking and synchronization. As tags only have hash function and exclusive-or operation, our
proposed protocol is very feasiblefor low-cost RFID system compared with the previous works. Theformal proof of correctness
of the proposed authentication protocol is given based on GNY logic. Our work is supported by the Key Sciencer Technology
Project of the Guangdong Province (2005B80406004) and the Guangdong- Hong Kong Technology Cooperation Funding Scheme
(200649813001) .



